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To Kévtpo Mpoypaupatiopou kal Oikovoulkwyv Epsuvwy (KEME) déxetal oppayiopéveg
TTPOCPOPEG PEXPI TNV TeTdpTtn 14/12/2016 kai wpa 14:30 oTo ypageio 301 AEPIKAG
11, yia Tnv avaBeon Tou ‘Epyou:

«Exouyxpoviopog 1ng  AIKTUOKAG  YTTOOOMNG, Kal  €TTEKTACNG TWV  UTINPECIWV
TpocTaciag Tou “Kévrpou MpoypaupaTiopou kal Oikovouikwy Epeuviov” kaBwg kai Tnv
ETTEKTACN TNG £YYUNONG TWV JIKTUOKWY TOU UNXAVARATWY»

O Ekouyypoviouég Aiktuakng Ytrodoung epihappaver (Mapdptnua 1):
e TNV TTpounBeia evdg (1) kevrpikou AlakdTrTn AikTUou, Cisco Core Switch
C2960XR, 24port
e TNV TpounBeia okTw (8) Trepipepelakwy AlakOTTITWV AIKTUOU, Cisco
Access Switch SG200, 24port
e TNV €yKATAOTACN KAI TNV TTAPAUETPOTTOINCT TWV TTAPATTAVW
ouoTNNATWY,

N ETTEKTAON UTTNPECIWY TTpooTaciag TepIAaupavel (Mapdptnua 2):
e TNV TpopnBeia Twv uttnpeaiwyv Cisco Firepower Services for Firewall
ASA5515 yia éva (1) xpdvo,
e TNV EYKATACTAQCT), EVEPYOTTOINGN KaI TNV TTAPAPETPOTTOINCN TWV
Firepower Services,

n €mEKTAON €yyunong Twv MPnxavnudtwy TrepIAaupBavel 1o ouufoAaio
ETTEKTAONG €yyunong kai avTikardotaong «CISCO SMARTnet 8X5XNBD» yia
Tpia (3) Xpovia yia Ta TTapakaTw pnxaviuara (Mapdaptnua 3):
e  KevTpikoU AlakoTITn AIKTUOU, Cisco Core Switch C2960XR, 24port
(TroodTtnTa 1),
o Twv TTEPIPEPEIOKWY AIOKOTITWYV AIKTUOU, Cisco Access Switch SG200,
24port (TrTOO06TNTA 8)
e Kal yla 10 Cisco Firewall ASA5515 (TroodTtnTa 1).

AMOIBH
MpouTtroAoyilopevn datrdvn: 19.265,00 eupw 1TAéov PIIA.

O AieuBuvtnc AloiknTiKoU

Mewpyiog B. Wuxopdvng
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MapdapTnua 1
Exkouyxpovioudg tng AIKTUoKAG YTTodouAS Tou “Kévipou lMNpoypaupaTiopou
kal Oikovouikwv Epguvwv”

MNXavnudaTwy Tou.
1. MpounBsLa, EYKATAOTOON KOl TOPAUETPOTOINON EOMALOHOU AkTUOU
1.1.KatdAoyog YAkoU To UALKO tou akoAouBsi avadEpeTal oTov KEVTPLKO SLakomtn
Siktuou (1) kat Toug nepLpepeLAKOUC SLaKOTTEG (8).
1.1.1. Kevtpwkog Arakomtng Awktuov (1 tepayio)
Cisco Core Switch C2960XR, 24port
- 24Gigabit Ethernet Port
- 2 x 10G SFP Uplinks
- IP Lite SW Image
- Layer 3 Routing
- MAC - based VLAN assignment
- Cisco TrustSec
- Comprehensive 802.1X
- IPv6 First - Hop Security
- Cisco Threat Defense
- Private VLANs
- Access Control Lists
- Switched Port Analyzer (SPAN)
- Bridge protocol data unit (BPDU) Guard
- IGMP filtering
- Spanning Tree Root Guard (STRG)
- Dynamic VLAN assignment
- Cisco Enhanced Limited Lifetime Hardware Warranty
1.1.2. Nepiudepelakdg Arakomntng AwtOou (8 tepdyia)
Cisco Access Switch SG200
- 24Gigabit Ethernet Ports
- 2Gigabit uplinks combo
- Power over Ethernet (PoE), 12 Ports
- Smart Switch
- Network security
- IP telephony support
- Networkwide automatic voice deployment
- IPv6 support
- Energy-efficient
- up to 256 VLANs supported
- Cisco Limited Lifetime Warranty
1.2.KatdaAoyog Epyaciwv AVaAUOULLE TIG EPYOOLEG TTOU EKTIMOULE OTL OLITOLTOUVTALL VOL
TPAYHOTOTIONO0UV YLa TOUG AVWTEPW GTOXOUG.
1.2.1.Eykataotacn Atakomntn AwtUou.
- Quokn eykataotaon Alakomtn Alktuou. Zuvdeopoloyia, SLacuvEETELG Kot
KOAWSLWOELC.
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- NMAApN¢ eykatdotoon Atakomntn Atktuou, dnuloupyia / puBOuion VLAN (4-5
VLAN), ovopatodooia, oplopog Bupwv Kol pOAWV autwy, cuvEeon Ue
UTIAPYOUCEC CUCKEUEG SIKTUOU.

- Internal routing, Snuoupyla Access List, Security Configuration.
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MapdpTnua 2
Emékraon utnpeoiwv TpooTtaciag Tou “Kévipou [lpoypauuaTtiopgou  Kai
Oikovouikwv Epguvwv”

2. NpopnBsia AOYyLOUIKOU YL TNV EMEKTOON TOVU cuotApatog npootaciag Cisco ASA5515
2.1.KataAoyog Aoyiopikou. Cisco Firepower Services

2.1.1. Cisco Firepower Services for Firewall ASA5515 ywa 1 xpovo
- Application Visibility and Control (AVC) Services
- Firepower Intrusion Prevention System (IPS) Services
- Firepower Advanced Malware Protection (AMP) Services
- Firepower URL Filtering Services
- AlaBgoun Yriinpeoia yla 1 xpovo

2.2.Kataloyog Epyaciuwv

2.2.1. Eykoatdaotoon AOyLopLKoU
- M\Rpng¢ eykataotoon Firepower Services
- PuBuioelg Alktuou, Xpnotwv, kKwdikwv Acdaleiag

2.2.2. Evepyomoinon Aoylouikou
- Evepyonoinon adswwv xprnong Firepower Services

2.2.3. Noapapetpomnoinon AoyLopKoU
- PUBuLon Lwvwv aodaleiag Firepower Services
- PUBuLon Intrusion Prevention System (IPS) Services
- PUBuion Advanced Malware Protection (AMP) Services (autopotn
Aewtoupyia), Updating
- PUBuLon Web Filtering mpwtou emunédou (Bdon kataAoyou URL)
- PUBpLon Application Visibility and Control (AVC) Services
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MapdapTnua 3
Emékraon NG eyyunong Twv OIKTUAKWY pnxavnudtwy Tou “Kévrpou
Mpoypappatiopou kal Olkovouikwy Epguvwv”

3. ZupBoAaia emMEKTAOCNG EYyUNONG Kat avtikataotaocng Cisco
3.1.CISCO SMARTnet 8X5XNBD yLa 3 xpovia
- Cisco Smartnet Core Switch C2960XR, 24port (1 tepdyto), yia 3 xpovia
- Cisco Smartnet Access Switch SG200, 24port (8 Tepdyto), yio 3 xpovia
- Cisco Smartnet yia Firewall ASA5515 (1 tepdyLo), yla 3 xpovia
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